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1. TepmuHbl U onpeaeeHUs

[Tepconaneubie manubie (I[1[lH) - mro6as wHOpMarusa, OTHOCAMIAsACS K TMPSIMO IJIH KOCBEHHO
OTIpe/IETICHHOMY HIIH OllpenensieMomMy ¢usndeckomy auiny (cyowsekry [1/1H),

Onepatop - ToCyIapCTBEHHBI OpPraH, MYHUIIUNAILHBIA OpPraH. IOPUIUYECKOE WU (PU3NUECKOE IIHUIO,
CaMOCTOSITEIBHO MM COBMECTHO C APYTHMH JIMLAMH OPTaHU3yIoLe 1 (Win) ocyuiecTsisonye oopadorky I1/1H,
a Taxke ompenaenstomue nenu oopadorku [1/1H, cocras I1/IH, mogmexamux oOpaboTke, neicTBUs (Orepanun),
coBepiaeMeble ¢ 11/1H.

Oo6paboTtka [1/]x - r000€ meticTBHe (oTeparys) WIH COBOKYITHOCTh NEHCTBUI (omeparinii), COBEpIIaeMbIX
C WCIOJNB30BAaHMEM CPEICTB aBTOMAaTHU3allMM WM 0e3 HMCHojib3oBaHUs Takux cpeiacts ¢ [1/IH, Brimoyas cOop.
3allUCh, CUCTEMATH3aLMIO, HAKOIUIEHHE, XpaHEHWe, yTouHeHHe (OOHOBJIEHHE, W3MEHEHUE), HU3BJIICUCHHE,
WCTIONB30BaHMe, TMepenady (pacipocTpaHEeHHe, TPEAOCTaBICHUE, MOCTYM), 00e3TMYnBaHue, OJOKHPOBaHUE,
yaajieHue, yauutoxenue I1/1H.

ABtomarm3upoBanHas oOpabdotka [1/]x - 06padoTka I1/]H ¢ MOMOIIBIO CPEACTB BHIYUCITUTENIFHON TEXHUKH.

Pacnpoctpanenue I1/1H - neficTBusi, HampaBiieHHbIe Ha packpbiThe [1J[H HeonpeneneHHOMY KpyTy JIUII.

IIpenocraBnenue II/IH - nelictBus, HampaBieHHble Ha packpelthe IIJ[H ompeneneHHOMy MLy WU
OTIpE/IETICHHOMY KpYTY JIMII.

BnokupoBanue I[1[ln - BpemenHoe mnpekpamieHue oOpaboTku IIJIH (32 HCKIIOYEHHEM CIydaeB. €CIH
00paboTka HeoOxonuma A yrouneHust [1/1H).

VYunuroxxenue IIJlH npelcTBUSA, B pe3ynbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM BOCCTaHOBUTH
conepxkanue [1/1a B UCI1 I u (unm) B pe3yiabTaTe KOTOPBIX YHHUTOXKAIOTCS MaTepuanbHble HocuTenu 11][H.

O6e3mmuuBanue [1J]H - nelicTBUS, B pe3ynbTraTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM O€3 MCIIOIb30BaHUS
JIOTIOJTHUTENIEHOW MH(pOPMAIIMH OTIPEAETUTh MpuHamiexxHocTh [1/{H konkpetHomy cyOwexty [1/1H.

Tpancrpanuunas nepenaya I1/In - nepenaya I1/IH Ha TEPpUTOPHUIO MHOCTPAHHOIO T'OCYJIAPCTBA OpraHy
BJIACTH MHOCTPAHHOI'O TOCYJapCTBa, WHOCTPAHHOMY (HU3MUYECKOMY JIMIY WM WHOCTPAHHOMY IOPUANYCCKOMY
TIHITY

2. Ha3nauyeHue u npaBoBasi OCHOBA JOKYMEHTA
[NonuTHka MYHUIHMIIAIEHOTO OOKETHOTO AOIIKOJILHOTO 00pa3oBaTelIbHOr0 yupekaeHus Jlerckoro caga
Ne30 (manee — JIOY) ompenensier cucteMy B3TISA0B Ha mpoOiieMy obOecrieueHust OezomacHoctu [IJIH m

MIPEJICTABIIAET COOON CHCTEMaTH3NPOBAHHOE M3JIO’KEHHE IIeTIeH U 3a/1a4 3allUThl, KaK OHO WITH HECKOJIBKO MPaBHII,
NpoLeayp, MPAKTHYSCKUX MPUEMOB M PYKOBOJSIIMX NPHUHIMIOB B 00ONacTH MHOOpMAIMOHHOW O€30MacHOCTH,
KOTOpbIMU pykoBoacTByeTcst JOY B cBoeil [IesITenbHOCTH, a TakKe OCHOBHBIX IPHUHLMIIOB ITOCTPOSHHS,
OpTraHU3aIMOHHBIX, TEXHOJIOTHIECKHUX U MPOIEAYPHBIX aClIEKTOB obecredeHus: 0e30macHOCTH WH(OPMAITHH.

3akoHomaTenpbHOM OCHOBOHM Hactosimed [lomutuku sBhstoTcst KOHCTHTYIMs Poccuiickoit Depepanuu,
I'paxnanckuit, YronoBHbiid kogekcsl, @eaepanbubiil 3akoH oT 27.07.2006 Ne 152-03 «O nepcoHanbHBIX TaHHBIX,
Oenepanpabiii 3aK0H oT 25.07.2011 N 261-03 «O BHeceHnn n3meHennit B @enepanbHplii 3akoH «O TepCcoOHATBHBIX
naHHeix», Denepanpheiii 3akoH P® ot 27.07.2006 Ne [49—®3 «O6 wuHpopmanuu, HHOOPMALUOHHBIX
TEXHOJIOTHSAX W 3aIlluTe WH(QOPMAIHW», 3aKOHBI, yKa3bl, TOCTAHOBIEHHS, APYTHe HOPMATHBHBIE JTOKYMEHTHI
neicTBylomiero 3akoHoaarenbctBa Poccuniickoit @eneparun, sokymeHTsl CTOK u @Ch Poccun.

Ucnonws3oBanune nanHOW [lonMTHKM B KadecTBE OCHOBBI [UISl TIOCTPOCHHS KOMIUJIGKCHOHW CHCTEMBI
nHpopmaronHo# 6e3omacaocty nHbopManuu JJOY MO3BOINUT ONITHMHU3UPOBATH 3aTPAThl HA €€ TTOCTPOCHUE.

IIpu paspaboTke [lONMUTHKM YYUTHIBAJIHCH OCHOBHBIE NPUHIMIBI CO3/JaHUSI KOMIUIEKCHBIX CHCTEM
obecrieueHust Oe30mMacHOCTH HMHGOPMALMHU, XapaKTEPUCTHKH M BO3MOXHOCTH OPraHW3allMOHHO-TEXHUYECKUX
METOJIOB U COBPEMEHHBIX almnapaTHO-TPOTPAMMHBIX CPEJCTB 3aIUTHl U MPOTHBOACUCTBHUS yTpo3aM 0e30MacHOCTH
uHopMaIuH.

OcHoBHble TOoKeHUs! [lomuTHKN 0a3upyIOTCsl Ha Ka4eCTBEHHOM OCMBICIIEHHH BONPOCOB 0€30MacHOCTH
WH(GOPMAINH U HE 3aTParuBarOT BOMIPOCOB SKOHOMHUYECKOTO (KOJIHMYECTBEHHOT0) aHAI M 32 PUCKOB M aCCUTHOBAHHS
HEOOXOJUMBIX 3aTpaTr Ha 3alIuTy WHPOPMAITUH.

3. OCHOBHBIMH 00BbEKTAMH CHCTeMBI Oe3onacHocTH HHGpopmanun B JOY siBasioTes:
— WHQOPMAaIIOHHBIE PECYypChl C OrPaHMYCHHBIM JOCTyNoM, coiepkamue I[IJJTH ¥ CcomyTCTBYIOUIYIO
WHGOPMALUIO, HE COCTABISIONIIYI0 TOCYJApCTBEHHYIO TaiiHy, O POAMBILIMXCS M 3apETHCTPUPOBAHHBIX IO MECTY
JKUTENHCTBA O0YYAIOIINXCS, B TOM YHCIIE CBEICHUS 000 BCEX 3Tarax o0ydIeHHs JIETeH;
— nporeccsl 00paboTku WHpOpManuu B MHpopManuoHHOH cucteme (manee — MC), mHbopmanmoHHbIe
TEXHOJIOTHH, PETJIAMEHTHl W TPOIEAyphl cOopa, 0OpabOTKH, XpaHCHHWs] W Tepenadn HWH(OpMAaI|H, IMepcoHa
MOJIb30BaTENEH CUCTEMBI M €€ 00CTY )KUBAIOIINK TTepCOHA;



— MH(OpMaHOHHAs MHPPACTPYKTypa, BKJIIOUYAIOIAS CHUCTEMbl OOpabOTKM W aHanuM3a HHGOpMAalKH.
TEXHUYECKUE 1 MporpaMMHBIE CpEICTBa ee OOpaboTKH, MepeAayd W OTOOpaKeHUs, B TOM YHCJE KaHAJbI
MHPOPMALMOHHOTO oGMeHa | TEJICKOMMYHHKAIIMHA, CUCTEMBl M CPEJICTBA 3allUThl MH(OPMAIUH, OOBEKTHI U
MOMEIIIEHHS, B KOTOPBIX PACIOI0KEHBI TEXHUYECKHE CpeICTBa 00pabOTKH HH(POPMALIUH.
4. HNHuTepechl 3aTparuBaeMbiXx Cy0beKTOB HHGOPMANMOHHBIX OTHOIIEHUI

CybOpextamMu WH(GOPMAIMOHHBIX OTHOIIEHUH NpH obOecnedueHuu Oe3omacHoct nHpopMmarmn OV
ADIANJ VA,
— J0Y, Kak COOCTBEHHMK WH(OPMAIMOHHBIX PECYpCOB M TEXHHYECKHX CpEACTB o0paboTka
nHdopmanumy;

CyObekTsl TMEpCOHAJBHBIX JAHHBIX, POJMBIIMECS M 3apETUCTPHPOBAHHBIE IO MECTY JKHUTEIBCTBA
o0yyJaroruecs.

Ilepeuncnennsle cyOBbEKTh MHGOPMALMOHHBIX OTHOIIEHUH 3aUHTEPECOBAHBI B 00ECIICUEHUH:

CBOEBPEMEHHOTO JIOCTYIa K HE00X0IMMON HH(pOpPMAaLUK (JIOCTYITHOCTE);

JOCTOBEPHOCTH (TIOJIHOTHI, TOYHOCTH, 8J€KBaTHOCTH, LIEIOCTHOCTH) HH(POPMAIUH;

KOH(HICHINATFHOCTH (COXpaHEHHs B TaliHe) HHpOpMaIHH;

3aIIUTHl OT HaBSI3BIBAHUS MM JIOKHBIX (HEIOCTOBEPHBIX, NCKAKEHHBIX) HH(OPMALINH;
— pasrpaHnYeHus] OTBETCTBEHHOCTH 3a HapyLIEHUs] UX MpaB (MHTEPECOB) M YCTAHOBJICHHBIX IPABUI
obparmenus ¢ nHGopMaIuei;

BO3MOKHOCTH OCYIIECTBICHHS HENPEPHIBHOTO KOHTPOJS W YIPaBICHHS MpoleccaMu O0pabOTKH |
nepeaadn HHPOPMAIIHH;

3alIMTHl THPOPMAIMK OT HE3aKOHHOTO PacIpOCTPaHEHHUS.
4.1. eau 3amUTHI

OCHOBHOI 11€]TbI0, Ha JOCTHKEHUE KOTOPOI HAIIPABIICHEI BCE MOJIOXKEHUS HAcTOsIIeH [lomuTukuy, sBiseTcs
3ammra cyOBeKTOB HH(OpMAMOHHBIX oTHOmeHHH JIOY 0T BO3MOXKHOTO HAHECCHHS WM MAaTepPHaJIbHOTO,
(u3nIecKoro, MOpPaIbHOTO WIIM HHOTO YIIep0a, MOCPEIICTBOM CIIyYaifHOTO HMJIH MPETHAMEPEHHOTO BO3ICHCTBUS Ha
UH(QOPMAIIIO, UX HOCHTEIH, MPOIecChl 00paboTKH U Imepeayu.

VYkazaHHas Lelb AOCTUTAETCS MOCPEACTBOM OOECIICYEHHUs] M IOCTOSHHOTO MOJACPKaHMS CIEAYIOMINX
CBOUCTB MH(OPMALIUH:
— JNOCTYHHOCTH sl JIETalbHBIX IIOJIb30Barelield (ycToOWYMBOro ()yHKIMOHHPOBAHMSA HH(OPMAIMOHHBIX
cucreM J[OY, mpu KOTOPOM IOJB30BATENIM WMEIOT BO3MOXKHOCTH IIOJNyYeHHS HEOOXOAWMOW WHPOpPMAIUH |
pe3yJIbTaTOB pPELIeHM 33a[a4 3a IPUEMIIEMOE ISl HUX BpeMs);
— IEJIOCTHOCTH W ayTEeHTHYHOCTH (TmoATBepkiaeHHe aTopcTBa) [IJ[H, XpaHUMBIX M 00pabaThIBaeMBIX B
nH(popMaoHHbIX cuctemax JIOVY u nepenaBaemoii 1Mo KaHajiaM CBSI3H;
— KOH(QUICHIMATPHOCTH - COXPaHEHHWs B TallHe ONpeAeiIeHHOW dYacTH HH(opManuu, XpaHUMOH.
00pabaTpIBacMOi U TiepeIaBacMOil 110 KaHaJlaM CBSI3H.

HeoOxomuMblii  ypoBEHb  JOCTYNHOCTH, LEJIOCTHOCTM W  KOH(QUAEHIHMAJIBHOCTH  HMH(OpMAaLUU
o0ecreunBaeTcs COOTBETCTBYIOIMMH MHOXKECTBY 3HAUYMMBIX YI'PO3 METOAAMHU U CPEICTBAMHU.
4.2.  OcHOBHBbIE 32/1a4M cHCTeMbI o0ecniedeHUs1 0e30MaACHOCTH MHPOPMALHU

Jnst DOCTHKEHUS] OCHOBHOW LENIM 3aIUMTBl M OOecleueHHs yKa3aHHbIX CBOWCTB MH(OpMaLUU CHCTEMa
obecrieueHust mHGopMannoHHOU Oe3onacHocTr JIOY momxkHa obecrieunBaTh d(HPEKTUBHOE PEIICHHE CICTYIOMNX
3aja4:
— CBOCBPEMEHHOE BBISBICHHE, OLIEHKa W IPOTHO3UPOBAHHWE WCTOYHHKOB YIrpo3 HWHGOPMAIIMOHHON
0e30MacHOCTH, TMPUYMH U YCJOBUH, CIIOCOOCTBYIOLIMX HAHECEHHWIO yuiepOa 3auHTEepEeCOBaHHBIM CYyObeKTam
nHGOPMAIMOHHBIX OTHOLIEHUH, HApyILIEHUIO HOPMAJIBHOTO ()YHKIHMOHUPOBAHUS MH()OPMALIMOHHBIX CUCTEM;

CO3JIaHHE MEXaHN3Ma OTNIEPATHBHOTO PearupoBaHUs Ha Yrpo3bl 0€30MacHOCTH HH(OPMAIMU U HeTaTUBHBIE
TEH/ICHIINY;
— CO3JIaHHE YCJIOBHUH JIT MUHAMHU3AINH U JIOKAIM3AIMH HAHOCHMOTO yIllep0a HeNPaBOMEPHBIM JCHCTBUSIMU
(u3NUECKUX U IOPUINYECKUX JIHUI, OcjlabJeHHue HETaTUBHOIO BIHMSHUS W JMKBHIAIMU MOCIEACTBUN HapyIICHUS
Oe3omacHoCcTH WH(MOPMAITHH;
— 3alIUTy OT BMEIIATENBCTBA B Mpollecc (QyHKIMOHUPOBAHHS HH()OPMAIIMOHHBIX CHCTEM TOCTOPOHHUX JIUI]
(moctyn xk HHGOPMAIIMOHHBIM pECYpPCaM JIODKHBI IMETh TOJIBKO 3apErHCTPHPOBAHHBIC B yCTAHOBIEHHOM TOPSIIKE
TTOJTE30BAaTEIN );
— pasrpaHUYeHUe OOCTyNa MOJb30BaTeNell K WHPOPMAIMOHHBIX, allapaTHbIM, MPOTPAMMHBIM M HHBIM
pecypcam IOV (BO3MOKHOCTB JOCTYIa TOJBKO K TEM pecypcaM U BBHIIIOJHEHUS TOJIBKO TE€X ONEpaluil ¢ HUMH,
KOTOpBIE HEOOXOJVMBI KOHKPETHBIM IOJIH30BATENISIM JUIS BBINOJHEHHS CBOMX CITy>KEOHBIX OOS3aHHOCTEH) TO €CTh
3alIUTY OT HECAHKIIMOHUPOBAHHOT'O I0CTYIIA;
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— obecrieueHre  ayTeHTU(HUKAIMK  MOJb30BaTeNel, y4YacTBYIOIMIMX B  WHPOPMAIMOHHOM oOMeHe
(moaTBepkIeHUE TOATMHHOCTH OTHPABUTEINS U MONydaTesss WHPOpMAIIIH);
— 3alIUTyY OT HECAHKIIMOHUPOBAHHONW MOIU(HUKAIMH HCIOIB3YEMBIX B MH(pOpMarmoHHBIX cucremax JHOY
MPOrPaMMHBIX CPEJICTB, a TAKXKE 3alUTy CHUCTEMBbI OT BHEJPCHHUS HECAHKIIMOHUPOBAHHBIX IMPOrPaMM, BKIIFOUAs
KOMIIBIOTEPHBIE BHPYCHI,
—_— 3alIUTy I/IH(i)OpMaHI/II/I OrpaHUYCHHOI'0 II0JIb30BaHUA OT YTCUKM IO TEXHUYCCKHMC KaHajlaM IIpu €€
00paboTKe, XpaHSHHUH U TIepeiayue Mo KaHaJlaM CBSI3U.
4.3.  OcHOBHBIE MYTH pelIeHHsI 32124 CHCTEMBI 3aAIIUTHI
ITocTaBieHHBIE OCHOBHEIE LCJIN 3alUThI U pCHICHUE NTEPCUNCICHHBIX BBIIIC 3a/la4 JOCTUT'alOTCA:
— CTPOTMM y4YeTOM BCEX MONICKAIIMX 3alluTe pecypcoB HHPOpPMAIMOHHBIX cucteM JOY
(uropmanuy, 3a7a4, JOKYMEHTOB, KAaHAJIOB CBSI3H, CEPBEPOB, aBTOMATU3UPOBAaHHBIX pabounX MecT);
— KYpPHAITUPOBAHWEM  JICWCTBUH TeEpCOHaNa, OCYIISCTBISIIOMIETO  OOCTYy)KMBaHWE H  MOJU(DHUKAIHIO
IMpOorpaMMHBIX U TEXHUYCCKUX CPCIACTB I/IH(I)OpMaIII/IOHHBIX CHUCTEM,
— MOTHOTON, pEalbHOW BBHIMOJIHUMOCTBI) W  HEMPOTHBOPEUHBOCTBIO  TpeOOBaHUI
OpraHU3aIMOHHO— PacIoPSINTeNbHBIX JoKyMeHTOB JIOY mo Bonmpocam obecrieueHns: 0€30MacHOCTH
WHPOPMAIH;
— MOTOTOBKOW JOJKHOCTHBIX JIML (COTPYAHHKOB), OTBETCTBEHHBIX 33 OPTaHU3ALMIO M OCYIIECTBIECHHE
MPaKTUIECKUX MEPOIIPUATHIA 1o obecnieueHnto 6ezonacHoctu I1/IH u mpoueccoB ux 00paboTKu;
— HaACJICHUEM KaXXI0ro COTpyIHHKa (HOHLSOBaTeHH) MHWHHUMAJIBHO HCO6XOZ[I/IMLIMI/I JUIA BBIITOJIHCHUA UM
cBOUX (DYHKIHMOHAIBHBIX 0053aHHOCTEN MTOJIHOMOYHUSIMH 110 TOCTYIy K HHPOpMaoHHbIX pecypcam HOVY;
YeTKUM 3HAHWEM W CTPOTHM COOIIFOJICHHEM BCEMH IMONB30BaTEIIMA MHPOpMannoHHBIX cucteM JOY
TpeOOBaHMI OpraHU3alMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB 110 BOmpocaM ofecrnedeHus: 0e30MacHOCTH
uHpopmanumy;
— MEPCOHATLHOW OTBETCTBEHHOCTBIO 32 CBOM JIEHCTBHSI KaXKJIOTO COTPYAHHKA, B paMKaX CBOUX
(HhYHKIMOHATHHBIX 00S3aHHOCTEH MMEIOIIETO JOCTYI K HHPOPMaIMOHHBIM pecypcam [0V
— HEMPEPBIBHBIM TOAACPKAHUEM HCO6XOIII/IMOI'O YPOBHs 3alIUIICHHOCTH JJICMCHTOB HH(bOpMaIIHOHHOﬁ
Cpensbr;
— MpUMeHEeHNeM (PU3MUECKUX W TEXHHYECKHX (TMPOTrpaMMHO —allllapaTHBIX) CPENCTB 3aIllUTHl PECYPCOB
CHUCTEMBI U HETIPEPHIBHON aJIMUHUCTPATUBHOM MOJAEPIKKON MX UCHOJb30BAHUS;
— 3(PEeKTUBHBEIM KOHTPOJIEM HaJ COOIIOCHUEM ITOIH30BATEISIMI NHHOPMAIIMOHHBIX PECYpPCOB TpeOOBaHMI
1o obecrevyeHuro 0e30MacHOCT! HH(opManuy;
— OpUIUIEeCKOr 3amuToi naTepecoB 1OV mnpu B3anMOACHCTBUN ¢ BHEITHUMH OpPTaHHU3AIUAMH (CBSI3aHHOM
¢ obMeHOM uWH(OpManKel) OT MPOTHBOIPABHBIX JEHCTBHHA, KaK CO CTOPOHBI ITHX OpTaHH3allWii, TaK U OT
HECaHKIIMOHUPOBAHHBIX JIEHCTBUI 00CITYKUBAIOIIETO EPCOHANIA W TPEThUX JIHII.

5. IMocTpoenne cucrembl, obOecneyenusi Oe3onacHocTH  uHpopmamuu JOY, u ee
(pyHknuoHUpoBaHue

JOOJIKHBI OCYIIECTBIIATHECA B COOTBETCTBUU CO CICAYIOIMMMU OCHOBHBIMU MMPUHIUITIAMUA:

5.1. 3aKOHHOCTH

[pexamnonaraer ocCyllecTBIEHHE 3allMTHBIX MEPONPHATHA W  pa3paboTKy CHUCTEMBI 0E30MacHOCTH
uHpopmarun JJOY B COOTBETCTBUH C ICHCTBYIOIINM 3aKOHOAATENBLCTBOM B 00JAaCTH 3alIUTHl U MHPOPMALIH, a
TaKKe IPYTUX 3aKOHOJATEIbHBIX aKTOB 110 Oe3onacHocTy ¥ uHpopMmanuu PO, ¢ npuMeHeHreM BCeX J03BOJICHHBIX
METOZOB OOHApY)KEHHS U TIPECcEUeHUs MpaBOHApYLIEHU mnpu pabore ¢ uHpopmanuei. [IpuHATBIE MepbI
6e3onacHocty I1/IH He HOJKHBI MPEMATCTBOBATH AOCTYIY NPaBOOXPAHUTEIbHBIX OPIaHOB B IPEAYCMOTPEHHBIX
3aKOHOAATEILCTBOM CITYJasiX.

Bce monpzoBarenn MC nomkHBI MMETHh MpEACTaBICHHE OO0 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHUS B
00J1acTy 3aMTH HH(HOPMAITHH.

5.2.  CucremHocTh

CucTteMHBI MOJAXON K MOCTPOCHHIO CHCTEMBI 3aiiuThl mHpopManuu B JJOY mpeamonaraer y4er Bcex
B3aMMOCBSI3aHHBIX, B3aMMOJCHCTBYIOIIMX M H3MEHSIOUIMXCS BO BPEMEHHM 3JIEMEHTOB, YCIOBUH M (HakTOpPOB,
3HAYUMBIX [T IOHUMAaHUS M pelIeHus mpo0iaeMsl obecriedeHns 6e30macHoCTH HHPOPMAIIHH.

[Tpu cozgaHuu CHCTEMBI 3alUTHI JOJKHBI YUUTBHIBaThCS Bee cialbbie M Haubonee ys3umble Mecta UC, a
TaKKe XapakTep, BO3MOXKHBIE OOBEKTHI M HAIlpaBICHUS aTaKk Ha HEE CO CTOPOHBI HapymuTeneid (0coOeHHO
BBICOKOKBAJIM(PUIIUPOBAHHBIX 3JI0YMBIIIIIEHHUKOB).

CucreMa 3alIMTBI TOJDKHA CTPOUTHCSI C YYETOM HE TOJNBKO BCEX M3BECTHBIX KAaHAJIOB MPOHUKHOBEHHS M
HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHPOPMALMK, HO U C YYETOM BO3MOXKHOCTH TIOSIBJICHUS MPUHIMITHAIBLHO
HOBBIX IyTEH pean3aliy yrpo3 0€30MacHOCTH.



5.3. KomiuiexkcHOCTh

KomnuiekcHOe WCIONb30BaHHE METONOB M CPEICTB 3AIIUTHl KOMIBIOTEPHBIX CHCTEM IIpPEAIOaraet
COTJIaCOBaHHOE MpPHMEHEHUE pPAa3HOPOAHBIX CpPEACTB IPU IOCTPOCHUU LEJIOCTHOM CHCTEMbI 3allUThHI,
NEepPEKPHIBAIOLICH BCE CYLIECTBEHHbIC (3HAUYMMBbIE) KaHaJbl pealu3aliy YIpo3 U He coaepikalleil ciadblx MecT Ha
CTBIKaX OTIEJIbHBIX €€ KOMIIOHEHTOB. 3alllUTa JIOJDKHA CTPOUTHCS 3IISJIOHHUPOBAHO. BHEIIHASA 3alIUTa JOJDKHA
obecrieunBaThCs (PU3NIECKUMH CPEJCTBAMH, OPraHW3allMOHHBIME U IPABOBBIMH MEPaMHU.

5.4. HenpepbIBHOCTH 3aIIUTHI

OOecrnieueHue Oe3omacHOCTH  WHGOpPMAIMKM  TMPOIECC, OCYIIECTRISeMbI  pykoBoacTBoM IOV,
aIMUHHUCTPAaTOpPOM Oe3omacHOCTH HH(OpManuu (OTBETCTBEHHBIM 3a OPraHM3aldi0 OO0pabOTKH TEePCOHAIBHBIX
JaHHBIX) M COTPYIOHHMKAMH BCEX YpOBHEH. DTO HE TOJBKO M HE CTOJBKO IpOLEAypa HIM HOIUTHKA, KOTOpas
OCYIIECTBIISIETCA B OMNpPEICICHHBIH OTPE30K BPEMEHHM HWIIM COBOKYITHOCTH CPEJICTB 3aIlUTHI, CKOJBKO MpOIIECC,
KOTOpBIM JTOJKEH MOCTOSIHHO HATH Ha BcexX ypoBHIX BHYTpH OV U Kaxablil COTPYIHHUK TOJKEH MPUHUMAThH
ydacTue B 3TOM Iiponecce. JlesTenbHoCTh o odecneueHnio HH)OPMaOHHONW 0€301acCHOCTH SIBJISIETCSI COCTaBHOM
9acThI0 TOBcemHEeBHOU aestenbHOCTH JIOY. U ee 3dpdexkTrBHOCTS 3aBHCHT OT ydacTusi pykoBoactBa IOV B
obecrieueHur MH(POPMALMOHHON 0€30IacHOCTH MH(OpMAIIHH.

Kpome Toro, GonbIIMHCTBY (QU3MUECKUX U TEXHUYECKHX CPEACTB 3alIUTHI TSl 3()p(HEKTHBHOTO BBITOTHEHUS
cBoux (yHKIMH HEoOXOoAMMa MOCTOSIHHAS OpraHu3alioOHHas (aIMHUHHACTpATHBHAS) MOJACPKKa (CBOEBpeMEHHAs
CMeHa 1 o0OecredyeHne NMpaBUIbHOTO XPAaHEHUS M NPUMEHEHUs] UMEH, Iapojei, nepeonpenesieHue NOITHOMOYHN U
T.11.). [lepepbiBbl B paboTe CpeACTB 3alIMThI MOTYT OBITh HCIIOJIBH30BaHBI 3JIOYMBIIUICHHUKAMHA IS aHaK3a
NPUMEHSIEMBIX METOIOB M CpPEACTB 3allUThl, Uil BHEAPEHHs CIEUUaJbHBIX MPOrPaMMHBIX M amllapaTHBIX
"3aK1am0K" ¥ IPYTrUX CPEACTB MPEOAOIEHUS 3aIUTHL.

5.5. CBoeBpeMeHHOCTH

[Ipenmonaraer yupexmalomii xapakrep Mep oOecreueHuss Oe30macHOCTH WH(GOpPMAIH, TO €CTh
MOCTAaHOBKY 3a7ad MO KOMIUIEKCHOW 3amuTe MHQOpMalMu M pealu3anuio Mep obecneueHHs O0e30macHOCTH
MHPOPMAMM Ha PAHHUX CTAAMAX Pa3pabOTKH MH(POPMALMOHHBIX CHCTEM B 1IEJIOM M MX CHCTEM 3aIlUTHI, B

YaCTHOCTH.

Pa3paboTka cucTeMBbl 3aIUTHI JOJDKHA BECTHUCHh MApalIeIbHO C pa3pabOTKOW M Pa3BUTHEM CaMHX
3aMUIIaeMbIX HH()OPMAITMOHHBIX CHCTEM. JTO TIO3BOJIUT yUeCTh TPpeOOBaHUs 0€30MaCHOCTH NP MPOSKTUPOBAHUHU
ApXHUTEKTYpHl M, B KOHEYHOM cHUeTe, co3maTh Ooyiee 3¢ GdeKTHBHBIC (KakK IO 3aTpaTaM pPECypcoB, TaK W IO
CTOMKOCTH) CUCTEMBI, 00J1aJIaf0IIHe JOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTH U COBEPUICHCTBOBAHME

[peamonaraeT TOCTOSHHOE COBEPIICHCTBOBAHWUE MEp M CPEJICTB 3allUThl MHGOpMAIMU Ha OCHOBE
MPEEMCTBCHHOCTU OPraHU3allMOHHBIX U TCXHUYCCKUX peIHeHI/II\/'I, KaApOBOro COCTaBa, aHaJIn3a (l)yHKHI/IOHI/IpOBaHI/ISI
nHpopMaroHHbIX cucteM JJOY ¥ CUCTEMBI WX 3allUTHI C YY€TOM W3MEHEHHUI B METO/axX U CPEJICTBaxX IepexBaTa
nH(pOpPMAIH, HOPMATHBHBIX TPeOOBaHWA IO 3aIIWTE, TOCTUTHYTOTO OTEYECTBEHHOTO M 3apyOeXHOTrO OIbITa B
3TOM o0nacTu.

5.7. Pa3ymHasi 10CTATOYHOCTH (IKOHOMUYECKASI 11€J1eCO00PA3HOCTD)

[IpeamonaraeT cOOTBETCTBHE YPOBHS 3aTpaT Ha oOecriedyeHrne Oe30MacHOCTH HMHGOpPMAlUuU LEHHOCTU
WHQOPMAIMOHHBIX PECYpPCOB M BEJIMYMHE BO3MOXKHOTO ymiepda OT WX pas[iialleHus, yTparbl, YTEYKH,
VHHYTOXKEHHsSI U UCKaKeHHs. Vcrons3yeMble Mephl U cpelcTBa obecriedeHns 0€30macHOCTH WH(POPMAIUOHHBIX
pecypcoB He JIOJDKHBI 3aMETHO YXyJIIaTh dPrOHOMUYECKHE ToKazaTenn paboTel kommoHeHToB WMC. M3numrHue
Mepbl 0€30MaCHOCTH, TIOMHMO SKOHOMUYECKOW HEI(PPEKTHBHOCTH, NMPHBOASAT K YTOMIICHUIO W Pa3Ipa)KCHUIO
nepcoHaa.

Co3nath aOCONIOTHO HENPEOJONMMYI0 CHCTEMY 3allUThl TNPUHIMIHAIBHO HEBO3MOXHO. [loka
nH(pOpPMAINH HAXOAWTCA B OOpaIleHnH, MPUHIMAaeMble MEPhl MOTYT TOJIBKO CHH3UTH BEPOSTHOCTH HETaTHBHBIE
BO3JIEMCTBAN WM ymepO OT HUX, HO HEe MCKIIOYUTH WX MOJTHOCTHIO. IIpm moctaroduHoM KOMWYecTBE BpeMEHH U
CPEJICTB BO3MOXHO TPEOIONIETh JIF00YI0 3amuTy. [loaToMy nmMeeT cMbIcT paccMaTpyUBaTh HEKOTOPHIN MPHEMIIEMBIi
ypoBeHb obecmedeHus: Oe3omacHOCTH. BBICOKOA(pEKTHBHAS CHCTEMa 3allUThl CTOUT OPOTO, HWCIONB3YET NpPH
paboTe CyIIeCTBEHHYI0 YacTh pPECYypcoB U MOXKET CO37aBaTh OIIyTHMBIE JOMOIHUTENbHBIE HEymI00CTBa
MOJIL30BaTENsIM. Ba)kHO MpaBUIIBHO BBIOPATh TOT IOCTATOYHBIA YPOBEHB 3aIUTHI, IPH KOTOPOM 3aTpaThl, pUCK U
pa3Mep BO3MOXKHOTO yiiepda ObuTH OBl TPUEMIIEMBIMH.

5.8. IlepcoHanbHAsi OTBETCTBEHHOCTH

[IpeamonaraeTr Bo3/10’KeHHE OTBETCTBEHHOCTH 3a oOecredeHrne 0e30MacHOCTH WH(POPMALUN U CUCTEMBI HX
00pabOTKM Ha KaXIOr0 COTPYJHHMKA B TpeeliaX €ro IMOJHOMOYHMHA. B COOTBETCTBMM C 3THM NPUHIUIIOM
pacnpezeneHie TpaB M O0S3aHHOCTEH COTPYJHUKOB CTPOUTCS TaKUM O0pa3oM, 4YTOOBI B cCllydae JHO00ro
HapymieHUA Kpyr BAHOBHUKOB 6I)IJ] YETKO U3BECTCH WUJIK CBCACH K MUHUMYMY.

5.9. MunuuMu3zanug NMOJTHOMOYHNA
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Osnavaer NPEAOCTABICHUE MOJIb30BATEISIM MUHUMAIBHBIX MIPaB JOCTYNa B COOTBETCTBHH CO CITY>KEOHOM
HEOOXOIMMOCTBIO. Joctyn k mHpOpMAIMK TOIHKEH MPEIOCTAaBISATHCS TOIBKO B TOM CIIy4ae U 00BeMe, eCli 3TO
HEOOXOIMMO COTPYJHHKY JUIS BHITIOJHEHUS €ro TOJDKHOCTHBIX 00S3aHHOCTEH.

5.10. Hcxaouyenue KOHIUKTA HHTEPecoB (pa3aeneHue (PyHKIMA)

DddexTuBHAsT cucTeMa obecrieueHusT NHHOPMAMOHHON 0€30TIaCHOCTH TIPEAIIOIaraeT YeTKOe pa3IeiICHHe
00513aHHOCTEH COTPYAHUKOB M HMCKIIOUYEHHE CHTYyalluil, Koraa cdepa OTBETCTBEHHOCTH COTPYJHHKOB JIOIyCKaeT
KOHQIUKT wuHTepecoB. Cdepbl NOTECHUMAIBHBIX KOH(JIUKTOB JOJDKHBI BBISBIATHCS, MHUHHMHU3UPOBATHCS, H
HaXOIWTCS TOJ CTPOTUM HE3aBHCHMBIM KOHTpoJleM. Peanmu3ariisi TaHHOTO TPUHITUIA MIPEoiaraeT, 4To He OJHUH
COTPYOHHK HE JOJDKEH HMETh TITOJHOMOYHM, TO3BOJSIOMIMX €My €IUHOJIMYHO OCYIIECTBIISATH BBIMOJIHEHNE
KPUTHYHBIX onepanuid. HageneHne cOTpyAHHMKOB MOJTHOMOYHSIMHU, MOPOKAAIONIMMU KOHQIMKT HHTEPECOB, NaeT
€My BO3MOKHOCTb TOJITACOBEIBaTh MH()OPMAITUIO B KOPHICTHBIX IIENSAX WM C TEM, YTOOBI CKPBITh MPOOIEMBI HITH
MMOHECEHHBIE YOBITKH. Jl7s CHW)XEHHA pHCKa MaHUIYJIMpOBaHHWA WHOpManmMed W pHCKa XUIIEHHUS, TaKue
MOJTHOMOYHS TOJDKHBI B MAKCHMAJILHO BO3MOKHOH CTETEHH OBITh pa3AeeHbl MeXAY Pa3IHuHBIME COTPYIHHUKAMU
win noxpaznesneHusiMu JIOY. HeoOxoauMo NpoBOAMTH MEPUOJMUYECKHE MPOBEPKH O0s3aHHOCTEH, QyHKOMHA H
NESTETFHOCTH COTPYIHHUKOB, BBITIONHSIOMINX KITFOUEBbIE (DYHKIMH, C T€M, YTOOBI OHM HE MMEIH BO3MOXKHOCTH
CKpBIBATh COBEpIICHNE HEIIPAaBOMEPHEIX JieiicTBuil. Kpome Toro, HeoOX0arMo IPUHUMATh CIIEUATBHBIE MEPBI 110
HEJOMYIEHUIO CTOBOpa MEXAY COTPYAHUKAMHU.

5.11. B3zaumoneiicTBHe U COTPYIHHUYECTBO

[Ipeanonaraer co3manue OjarompusaTHOW atMocdepsl B komwrektmBe JIOY. B Takoit oOcTaHOBKe
COTPYIHUKH JIOJDKHBI OCO3HAHHO COOJIO/IAaTh YCTAHOBJICHHBIC MpaBHJa W OKa3bIBaTh COJACHCTBHE NEATEIHLHOCTU
aZIMUHHCTpaTOpa Oe30nacHoCTH HHpopMaLuH (OTBETCTBEHHOTO 3a 00padoTky I1/1H).

BaxxabiM s11eMeHTOM 3(PPEKTUBHON CUCTEMBI obecriedeHns Oe3omnacHoctd uHPopMmanuu B JIOY sBnsercs
BBICOKasA KynbTypa pabotsl ¢ nH(opmarueil. PykoBoactBo JIOY HeceT OTBETCTBEHHOCTH 32 CTPOTroe COOI0ACHNE
THYECKHX HOPM M CTaHAAPTOB MPOQPECCHOHANIBHOW NESATEIbHOCTH, NMOAYEPKHUBAIONIEH M JIEMOHCTPHpYIOLIECH
MepcoHally Ha BCEX YPOBHSAX BaXXHOCTh oOecriedeHus WH(popMaimoHHoi Oe3omacHoctu JJOY. Bee cotpynuuku
JIOY momkHBI TOHMMATh CBOIO POJIb B TIpoliecce oOecredueHus HWH()OPMAITMOHHON O€30MacHOCTH M MPUHUMATh
ydacTHe B OTOM Tmpormecce. HecMoTpst Ha TO. 4TO BBICOKas KyJbTypa oOecriedeHuss WH(QOPMAIMOHHOMI
0e30MacHOCTH HE TapaHTUPYEeT aBTOMATHYECKOTO [OCTIDKEHHS LeNed. ee OTCYTCTBHE CO3/4aeT OoJblie
BO3MOKHOCTEH /ISl HapYIIeHHs 0€30TIaCHOCTH WIIA He OOHApYKeHUsI (PAKTOB ee HapyIIIeHHsL.

5.12. T'mOkoCTH CHUCTEMBI 3AlIUTHI

Cucrema oOecriedernss WH()OPMAITMOHHOW O0€30MacHOCTH MOJDKHA OBITh CHocoOHa pearmpoBaTh Ha
W3MEHEHMs] BHELIHEH cpenbl U ycinoBui ocymectsieHuss JJOVY cBoelt nestenbHOCcTU. B uncno Takux M3MeHEHUN
BXO/JIAT:

W3MEHEHUs OPraHU3allMOHHOM U ITaTHOU cTpyKTypsl 1OV

W3MEHEHHE CYIIECTBYIONINX WIH BHEJIPEHNE MPUHINITHAIEHO HOBBIX HH()OPMAIIMOHHBIX CHCTEM;

HOBBIE TEXHIUUECKHE CPECTRA.

CBoiicTBO THOKOCTH CHCTeMbI oOecredeHus] WHPOPMalMOHHOH Oe30macHOCTH  M30aBIseT B TaKUX
CUTYyalusiX OT HEOOXOAUMOCTH MPHUHATHS KapAUHAIBHBIX Mep I10 IIOJIHOW 3aMeHe CPEACTB U METOOB 3alllUThl HA
HOBBIE, YTO CHUMAET €€ OOLIYI0 CTOMMOCTb.

5.13. OTKpBITOCTH AJTOPUTMOB M MEXAHHU3MOB 3AIIUTHI

CyTb NpUHINIA OTKPBITOCTH aJITOPUTMOB M MEXaHU3MOB 3aLUTHI COCTOUT B TOM, YTO 3alllUTa HE TOJIKHO
00ecTeunBaThCSI TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOW OpraHW3alllid U ajJrOpUTMOB (PYHKIMOHMPOBAHHS
MOJICUCTEM. 3HAHME aJITOPUTMOB PaOOTHI CUCTEMBI 3aIMTHl HE JOJKHO /1aBaTh BO3MOXKHOCTH €€ ITPeOZIONICHVE
(maxxe aBTOopam). D10, OJTHAKO, HE O3HAYAET, UTO MH(POpPMAITHSI 00 UCIIONB3YyEMBIX CHCTEMAX M MEXaHU3MaX 3aIUTHI
JTOJDKHA OBITH OOIETOCTYITHA.

5.14. IlIpocroTa npuMeHeHHs CPEICTB 3alIUTHI

MexaHu3Mbl W METONBI 3allUTHl JOJKHBI OBITh WHTYWTHBHO TOHSATHBI M TIPOCTHI B HCIOJIB30BAHHUU
MIPIMEHEHUE CPEICTB U METOJOB 3aIIUTHl HE JOJDKHO OBITh CBSI3aHO CO 3HAHWEM CIICIHANBHBIX S3BIKOB HIIH C
BBITIOJTHEHWEM JIEWCTBUH, TPeOYIONMMX 3HAYHUTENBHBIX JOMONHUTENBHBIX TPYyIO3aTpaT NpU OOBIYHOW paborta
3apETUCTPUPOBAHHBIX ITOJIB30BATENEH, a Tak)Ke HE JOJDKHO TPEOOBATh OT IOJIB30BATEINS BBITIOJHEHUS PYTHHHBIX
MaJIOTIOHATHBIX €MY OIepaIni.

5.15. OO00CHOBAHHOCTH M TEXHMYECKAS Peanu3yeMoOCTh

NudopmanoHHble TEXHOJOTHH, TEXHUYECKHE M IMPOTPaMMHBIEC CPEIICTBA, CPEACTBA M MEPhI 3alIUTHI
UHQOPMAIMH JOJDKHBI ObITh PEAI30BaHbI HA COBPEMEHHOM YPOBHE Pa3BHTHUS HAyKH U TEXHHKH, OOOCHOBAHBI C
TOYKH 3PEHUS TOCTHKEHHS 33JaHHOTO yPOBHS 0€3011acHOCTH WH(GOPMAINH U SKOHOMHUYECKOH 1EI1eCO00pa3HOCTH
a TaKXKe JTOJKHBI COOTBETCTBOBATH YCTAHOBIEHHBIM HOPMaM M TpeOOBaHMSIM IO 0€30TaCHOCTH WH(OpMaIny.



5.16. Cnenuanusanus H npogecCHOHATIN3M

[Ipenmnonaraer NpuBJeYeHHE K pa3paboTKe CpeICcTB W pealu3aldd Mep 3aiuTbl HHQOpMalUH
CHELMATN3UPOBAHHBIX OpraHu3aluii, HamOojee IOATOTOBICHHBIX K KOHKPETHOMY BHUAY JAEATEIBHOCTH IIO
obecrieueHUI0 0€30MacHOCTH  WHQOPMAIMOHHBIX PECYpCOB, HMEIOIIMX ONBIT MNpPaKTHUECKOW paboThl H
rOCYJapCTBEHHYIO JIMIEH3HUIO Ha MIPaBO OKa3aHHs yCIyr B 3TOW oOmacTu. Peanuszauusi aiMUHUCTPAaTHBHBIX MEp U
9KCIUTyaTalysl CPEACTB 3alIUThl JOJDKHA OCYIIECTBISATHCS MPOPECCHOHATBFHO MOJATOTOBICHHBIMH CHEIMAINCTAMHU
JOY (oTBeTCTBEHHBIX 3a opranuzauuio oopadorku [1/1H).

5.17. O0s13aTeJJbHOCTE KOHTPOJISA

[Ipeamonaraer 005S3aTENBLHOCTb M CBOEBPEMEHHOCTH BBISBICHHS M MPECEUCHHS IOMBITOK HapYLICHHS
YCTAHOBJICHHBIX IpaBWil, obecrieueHrs: 0€30MacHOCTH MH(OpMaLKy, HA OCHOBE UCIIOJIb3YEMbIX CUCTEM M CPEICTB
3alIATHl UHPOPMALIUH, TIPH COBEPIICHCTBOBAHUU KPUTEPUEB M METOJIOB OICHKU 3(PPEKTHBHOCTH 3TUX CHUCTEM U
CPEJCTB.

KoHTponb 3a nesTenpHOCThIO JII000r0 MOIb30BaTENsl, KaXI0r0 CPEACTBA 3aIlIUThHl U B OTHOLICHHUHU JIHOO0TO
00beKTa 3alllMThl JOJDKCH OCYIIECTBISTHCS HAa OCHOBE TNPHUMEHEHHS CpPEACTB OINEPAaTHBHOTO KOHTPONS |
perucTpaudd M JOJDKEH OXBaThlBaTh KaK HECAHKUIMOHWUPOBAHHBIC, TaK W CAHKIWOHUPOBAHHBIC JEHCTBUS
MOJIb30BATEIEH.

Kpome Toro, addextrBHas cuctema obecnedeHuss WHPOPMAMOHHON O€30MacHOCTH TpeOyeT HaIudus
aJeKBaTHOM U BceoObemunrouied MHGOPMALUMK O TEKYLIEM COCTOSIHUU IPOLIECCOB, CBSA3aHHBIX C JIBI)KEHHEM
WHPOPMaIK U CBEACHUI O COONIOICHUN YCTaHOBJICHHBIX HOPMATHUBHBIX TPEOOBAHMIA, a TaKKe JOMOTHUTEIBHON
nHpOpPMaIK, HMEIOMIEeH OTHOIIEHHE K MpHHATHIO peumeHud. Wudopmanus momkHa OBITH HaIeKHOH,
CBOEBPEMEHHOM, IOCTYITHOW U MPaBWIBHO O(OPMICHHOM.

HenocraTtku cuctemsl obecneuenns HHGOPMALMOHHON 0€30IIaCHOCTH, BbISIBICHHBIE COH pyaHuKamu JJOY
JOJDKHBI HEMEIUIEHHO TOBOAWTHCS N0 cBeldeHus pykoBoaurtens JOY u omepaTHBHO ycTpaHAThCS. Bompockr,
KOTOpbIE KaKyTCsS HE3HAUWTENbHBIMH, KOTJa OTACIbHBIC IPOLECCH PAacCMaTpPHUBAIOTCS HW3OJUPOBAHHO, MpPH
paccMOTpeHHUs] MX Hapsay C JAPYTMMH aclieKTaMH MOTYT yKa3aTh Ha OTpHLATENbHBIC TEHACHIMH, TPO3SIIHNe
nepepacTy B KPYIHbBIC HETOCTATKH, €CII OHH HE OYAyT CBOEBPEMEHHO YCTpPaHEHHI.

6. Mepbl o0ecnieueHusi ”HGOPMALMOHHOM
0e30macHOCTH

Bce mepr1 ooecnieuenns 6e3onacHoctr MIC moapasznemnstoTes Ha:

6.1. 3axoHogaTejbHbIe (MMPaBOBbIE) MePbI 3aALIUTHI

K( mpaBoBBIM MepaM 3amIMTBl OTHOCSTCS AEHCTBYIOLIME B CTpaHE 3aKOHBI, YKa3bl 1 HOPMATHBHBIC aKTHI ,
perinaMeHTupylomue npasuia odpameHus ¢ MH(opMauuei, 3aKpervisiomue npaga U 005S3aHHOCTH YYacCTHUKOB
MH(OPMAIIMOHHBIX OTHOIIEHWH B TMpollecce MX OOpaboOTKM W WCIOJB30BaHMS, a TaKKe YCTaHABJIMBAIOIINE
OTBETCTBCHHOCTL 3a HApPYUICHHUA J3TUX IIPaBUIL. HpaBOBI)Ie MEpPBI 3alllUTBI HOCAT B OCHOBHOM ynpemna}omnﬁ,
npopUIaKTHYECKHHA XapakTep M TPeOYIOT IIOCTOSIHHOM pPa3bACHUTEIBHOW paboThl € MOJIb30BATENSIMH U
obcmyxxuBaromuM miepcoraiom MC.
6.2. MopajabHO-3THYECKHE Mepbl 3ALIUTHI

K MopanpHO-3THUECKMM MepaM OTHOCSATCS HOPMBI MOBEICHUS, KOTOPBIE TPAAWLMOHHO CIOXKHINCH WIH
CKJIaZbIBAIOTCA 10 MEPE paclpoCTpaHeHUs MH()OPMALMOHHBIX TEXHOJIOTHMH B oOmIecTBE. DTH HOPMBI OOnbLIeH
YHYaCTbIO0 HE SBIISIOTCS 065[3aTeJ'ILHBIMI/I, KaK 3aKOHOJATCJIbHO YTBCPKICHHBLIC HOPMATHUBHBIC AKTbhI, OJHAKO, HUX
HECOOJI0ICHUE MOYKET MPUBECTH K MaJCHUIO aBTOPUTETa, MPECTHKA YesoBeka, rpynnsl aul wim JOY B memnom.
MopanbHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMHUCaHbIe, TaK U IMHCaHbIe, HO €CTh O(hOpMIIEHHBIE B HEKOTOPBII CBOA
(ycraB) mpaBWi WIM TPEANHUCAHWA. MOpPaTbHO-ITUYECKAE MEPHI 3aIUTHl SBJSIOTCS MPOPMIAKTHICCKUMHU U
TpeOYIOT MOCTOSIHHOW Pa0OTHI IO CO3AaHUIO 3I0POBOTO MOPAJIHLHOTO KITMMAaTa B KOJUICKTHBE.
6.3. TexHoJiorH4YecKkre Mephbl 3a1UTHI

K nmanHOMy BHIy Mep 3amUThl OTHOCSATCS Pa3HOTO pOJA TEXHOJOTHYECKHE peIleHHS U MpPUEMBI.
OCHOBaHHBIE HA HCIHOJb30BAHMHM HEKOTOPBIX BHIOB H30BITOYHOCTH (CTPYKTYpHOH, (DYHKIHOHAIBHOM,
nH(OPMAIIMOHHOW, BPEMEHHON ¥ T.I.) W HampaBlieHHblE HAa YMEHBIIEHHE BO3MOXKHOCTH COBEPIICHHUS
COTpYIHUKaMH OIIMOOK M HApYLICHUI B paMKax MPeJOCTABICHHBIX UM IIPaB U MOJTHOMOYHH.
6.4. OpranuzaumoHHble (AAMUHUCTPATUBHBIE) MEPHI 3aAlIIUTHI

OpranuszaionHsle (aAMUHUCTPAaTUBHBIE) MEphl 3allUTBl — 3TO MEphl OPraHU3alMOHHOIO XapakTepa,
perinaMeHTupylomue pouecchl (YHKIMOHUPOBAHUS CUCTEMBl 00paboTku HH(OpMAaMK, HCIONb30BAaHHE €€
PECypCOB, AEATENBHOCTh OOCIIYKMBAIOILETO NEPCOHANa, a TAaKXKe IMOPSIOK B3aMMOJAEHCTBHS IIOJNb30BaTEe C
CHCTEMOH TakuM 00pa3oM, 4TOOBI B HAHOOJBIICH CTEIIEHH 3aTPYAHUTh WM MCKIIOUYUTH BO3MOXKHOCTh peali3aiun
yrpo3 6€30MacHOCTH WM CHU3UTH pa3Mep MOTeph B Clydae UX pean3aliH.
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6.5. ®dopmupoBaHMe NONMUTUKN GE30IMACHOCTH

I'maBHas 11€7b aIMUHUCTPATUBHBIX MEp, MPEANPUHAMACMBIX Ha BBICIIEM YIPABICHUECCKOM YPOBHE
chopMHpOBaTh MOJUTUKY B 00MacTH obecrieueHusi Oe30macHOCTH MH(GOpMALWU (OTPaXarollylo MOAXObl K
3anmTe HHGOPMAIIHK) U 00ECIICUUTh €€ BHIMIOJIHEHUE, BBIICISAS HEOOXO0IUMBIC PECYPCHI U KOHTPOJIUPYIO COCTOSTHUE
el

C mpakTUYecKoW TOYKH 3pEHHS IMOJIMTHKY B oOyiacTu obecrieueHus OezonmacHocTu uHpopmarmu B JJOY
1enecoo0pa3Ho pa30ouTh Ha JiBa YpoBHS. K BepXHEMY YPOBHIO OTHOCSTCS PEIICHUS PYyKOBOJICTBA, 3aTPAarHBaOIIUE
nestenpHOoCcTh JIOY B 1enom. [lomuThka BepxXHEro ypoBHS JOJDKHA YETKO OYEPTHTH chepy BIMSHHUS W
OTPaHUYCHHS TIPU ONpeAeiCHUH Iielied Oe30macHOCTH WHGOpMAIUK, ONPEACIUTh KAaKHUMH pecypcamMu
(MaTepuanbHbIC, CTPYKTYpPHBIC, OpPTaHU3allMOHHBIC) OHU OyayT JOCTUTHYTHI, U HAWTH Pa3yMHBIA KOMIIPOMHUCC
MEX]Ty TPUEMJIEMBIM YPOBHEM 0€30MaCHOCTH M (DYHKIMOHATBHOCTBIO.

[MomuTHKa HUXKHETO YPOBHSI, ONPENeNsieT MPOLEAYPhl, U MpaBUiIa AOCTIDKEHUS LEled M pelieHue 3aj1ad
Oe3omacHOCTH HHPOPMALIUN U ACTATH3UPYeT (PErIaMEeHTUPYET) ITH MPaBHIIA;
— KaKOBBI POJIM U OOS3aHHOCTH JTOJKHOCTHBIX JIUI], OTBEYAIOIINE 32 IMPOBEJCHHE MOJUTUKNA O€301MacHOCTH
nH(opManuy;
— KTO MMEET TpaBa JOoCTyna K HH(popMaIiy, KTO U MPH KaKUX YCIOBHAX MOXET YHTATh U MOAH(UIPOBATH
nH(pOpMAaITK | T.1.

[MonuTrka HIKHETO YPOBHSI IOJDKHA!

— NpeAyCcMaTpuBaTh  PEriiaMeHT  WHQOPMAIMOHHBIX  OTHOWICHHWH, WCKIIIOYAIONIMX  BO3MOXHOCTh
MIPON3BOJIBHBIX, MOHOTIOJFHBIX FJTM HECAHKITMOHUPOBAHHBIX JIEUCTBUI B OTHOIIEHHH WH(OPMAITHOHHBIX PECYPCOB;
— ONpeeNsaTh KOAIMIMOHHBIE M HEpapXHUUeCKWe NPHUHLUUOBI W METOABl pPa3leiIeHHA CEKpeToB 1t
pasrpaHu4eHus] NOCTyma K HHPOpMaLuHy;

— BBIOMpATh MPOrpaMMHO-TEXHUUYECKHE (ammapaTHbie) cpeacTBa nporuBoneiicteuss HCJl, ayrenTudukanny,
aBTOPU3ALUH, HACHTU(DHUKAINN WU IPYIUX 3aIIUTHBIX MEXaHU3MOB, 00ECICUMBAIONINX FApaHTUU PEeaTH3aLuy MIPaB
Y OTBETCTBEHHOCTH CyOBEKTOB MH(OPMAIIMOHHBIX OTHOIICHUH.

6.6. PersiamenTanus 10cTyna B noMeueHust

KomnoneHTsl HMH()OPMAIMOHHBIX CHCTEM JOJDKHBI Pa3MELIaThCsl B IOMELICHUAX, HAXOIIIIUXCSA MOJ
OXpaHOW WM HAOIIOJCHUEM, HMCKIIOYAIONIMM BO3MOXKHOCTH OECKOHTPOJBHOTO MPOHHKHOBEHHS B IOMELICHHUS
MOCTOPOHHMX JUI] U oOecreynBalomnM (QU3NUECKYI0 COXPAaHHOCTh HAXOMSIIMXCA B MOMEIICHHH 3alIUIIaeMbIX
pecypcoB (moxymeHToB, APM mu T.1.). YOOpKka Takux MOMEIIEHHH TOJHKHA TPOW3BOIWTHCS B TPUCYTCTBUU
OTBETCTBEHHOTO COTPYAHHMKA, 32 KOTOPBIM 3aKpelyIeHbl [JaHHBIE KOMIIOHEHTBI, C COOJIIOJCHHEM Mep,
HCKITIOYAIOIIUX J0CTYT NOCTOPOHHUX JIMII K 3aIUIIAeMbIM HH()OPMAIIMOHHBIM PEcypcam.

Bce nocropoHHue nuia AOMyCKalOTCA B TOMELIEHUS] C KOMIIOHEHTaMH MH(OPMAaLMOHHONW CHCTEMBI TOJIBKO
B IPUCYTCTBHHU COTpYIHHUKOB /IOY.

ITo oxoHwyanum pabouero AHS, MOMEUICHUS, B KOTOPBIX Pa3MELIAOTCs KOMIIOHEHTHl MH(OPMAIIMOHHBIX
cucteM JIOY, TOKHBI 3alTUPaThcsl Ha KIIH0Y, IO BO3MOKHOCTH OTIE€YaThIBATHCS.

B ciydae ocHameHus MOCELIEHNWH CPEACTBAMH OXPAaHHOM CUTHAJU3allMd, a TaKKe aBTOMAaTH3HPOBAaHHOM
CHCTEMOH IpHeMa U PErucTpalMy CHUTHAJOB OT 3THX CPEACTB, MPHUEM—Clada TaKUX IOMELICHHUH IOA OXpaHy
OCYILECTBIISIETCS] HA OCHOBAHUHM CIIELUANILHO pa3padaThIBAeMOH HHCTPYKIIHH.

6.7.  PerinameHTanms JA0IYyCKa COTPYJAHNKOB K HCIO0Jb30BAHNI0O HHGOPMAIMOHHBIX PECYPCOB

B pamkax paspemmtensHOH CHCTEMBI (MaTpUIbl) JOCTyNa YCTaHABIMBAETCS: KTO, KOMY, Kakylo
WH(GOPMAIUIO U I KAKOTO BHJA TOCTYTIa MOKET MPEAOCTABUTh U TPU KaKUX YCIOBHUSX.

Honyck nonb3oBaTenei Kk paboTe ¢ MHGOPMALMOHHBIMH CUCTEMaMM M JIOCTYIl K MX pecypcaM JOJDKEH
OBITH CTPOTO perijamMeHTHpoBaH. JII0Oble M3MEHEHHUs cOcTaBa M IMOJIHOMOYUM MOJIb30BaTENCH MOJCHCTEM JOJKHBI
MPOM3BOJUTHCS] YCTAaHOBJICHHBIM HOPSIKOM.

YpoBeHb MOJTHOMOYHI Ka)XJOTO TOJB30BAaTENs OIpEeNseTcss HHIWBUAYyalIbHO, COOMIOAas CieayroIne
TpeOOBaHUS:

— KaXIplii COTPYAHUK I10JIb3YETCs] TOJIBKO MIPEANUCAaHHBIMU €My NIPaBaMU [0 OTHOILEHHIO K HH(YOPMAIUHU. C
KOTOpHIMH €My Heo0XxoauMma paboTa B COOTBETCTBHU C JOJDKHOCTHBIMH OOSI3aHHOCTSIMH. Pacmmpenue mpas
JIOCTyIa ¥ MPEelOCTaBICHUE TOCTYIA K JOMOJHUTENbHBIE HHPOPMAIMOHHBIX pecypcaM, B 00s3aTeIbHOM TOPSAKE,
JOJDKHO COIJIACOBBIBATHCS € aJAMUHHUCTPATOPOM 0e30macHOCTH HMHGOpPMaluu (OTBETCTBEHHBIM 3a OPraHU3aLUI0
obpadotku [11H);

— pykoBogutens JIOY wumeer mnpaBa Ha MOPOCMOTP HHQOPMAlMM CBOMX IOAYMHEHHBIX TOJBKO B
YCTAaHOBJICHHBIX IIpeeslaX B COOTBETCTBUH CO CBOUMH JODKHOCTHBIMH OOSI3aHHOCTSIMHU.

Bcee cotpyanuku JJOY u o6cayKUBarOMi MepcoHa, TOJXKHbI HECTH NepCOHATBHYI0 OTBETCTBEHHOCTD 32
HapyUICHUs] YCTAaHOBICHHOTO MOPsIKa 00padOTKH MH(POPMAILINH, TIPAaBUIJI XPAaHEHUS, UCTIOJIb30BaHHSI U TIepeadu
HaXO[SIIUXCS B MX PACIOPSDKEHMM 3aIlUINAEMbBIX PECYpPcOB cucTeMbl. Kaxnblil
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CotpynHuk (TpH npueMe Ha paboTy) TOJDKEH MOIITUCHIBATH 0053aTeIbCTBO O COOIIOCHUN U OTBETCTBEHHOCTH 3a
HapyIIeHHe YCTaHOBJICHHBIX TpeboBaHUil o coxpanenuto nHpopmanuu JOY.

Oo6padotka I1/ln B kxommonentax MC momkHAa TPOM3BOAWUTHECS B COOTBETCTBHHM C YTBEPIKICHHBIMH
TEXHOJIOTHYECKUMHI HHCTPYKIIUSIMH.

6.8. PersameHTanusi mpoueccoB OOCIYKMBAHUSI M OCYHIECTBJIeHUs] MOAUPUKAIMM ANNAPATHBIX U
NMPOrpaMMHBIX pecypcoB

B mensx mommepxanus pexxuMa WHGOpPMAIMOHHOW  0€30MacHOCTH  anmapaTHO—IIPOrpaMMHas
KOH(Urypauus AaBTOMATH3UPOBAaHHBIX pPabouYnx MecT coTpyaHukoB JIOVY, ¢ KOTOpBIX BO3MOXKEH JOCTYN K
pecypcaM HHPOPMAMOHHON CHCTEMBI, TOJKHA COOTBETCTBOBATh KPYTY BO3JIOKEHHBIX HA JAHHBIX TOJIh30BATEIEH
(YHKIMOHAIBHBIX 00SI3aHHOCTEH.

B kommonenTax wWHGOPMAIMOHHONW CHCTEMBI W Ha pabodymx MecTax TIOJB30BaTENICH MOJKHBI
YCTaHaBIUBATHCS U UCTIOIH30BATHCS JIMIIEH3NOHHBIE TPOTPAMMHBIE CPEICTBA.

6.9. OOecneyeHne U KOHTPOJIb (pHU3MUECKON HEJOCTHOCTH (HEM3MEHHOCTH KOH(MIypanHuH) anmapaTHbIX
pecypcos

Ob6opynoBanue HMH(POPMALMOHHBIX CHUCTEM, HCIOJB3yeMOe AJS OCTyNa M XpaHeHus WHQOpMaIuH, K
KOTOPOMY JTOCTYN OOCTY>XHBAIOIIETO TEPCOHANla B MPOIEcCe SKCIDTyaTallnu He TpeOyeTcs, MOocie HalaJouHbIX,
PEMOHTHBIX U MHBIX paboT, CBSI3aHHBIX C JIOCTYIIOM K €ro KOMIIOHEHTaM JIOJI)KHO 3aKpPBhIBAThCSL.

6.10. IloaOop u MOATrOTOBKA MEpPCcOHAJIA, 00yUYeHHUe MoJb30BaTeeil

IMonwzoBarenu TMC JIOY, a Taxke pPyKOBOASIMIMHA M OOCIYXMBAIOIIMI IEPCOHAN IOJDKHBI OBITH
O03HAaKOMJIEHBI CO CBOMM YPOBHEM IIOJHOMOYMH, a TaK)K€ OpraHU3alMOHHO—PACHIOPAIUTEIbHOW, HOPMAaTUBHOM,
TEXHUYECKOW ¥ OKCIUTyaTallHOHHOW JOKYMEHTAaIMeW, Ompeensioneil TpeOoBaHHWS M TOPSAOK OOpadOTKH
nadopmaru B JJOY.

Obecnieuenne ©Oe30macHOCTH WHGPOPMALMK BO3MOXHO TOJIBKO TIOCTE BBIPAa0OTKH Y IIOJIb30BaTeiel
OTIPE/IETICHHON KyJIbTYphl paboThl, T.€. HOPM, OOS3aTeNbHBIX JUIA WCIIONHEHHS BCeMH, KTO paboTaeT ¢
nHpopmarmonHbeME pecypcamu JJOVY. K TakiuM HOpMaMm MOXHO OTHECTH 3allpelieHUe JIIOObIX YMBIILICHHBIX HITH
HEYMBIIUICHHBIX JICCTBUI, KOTOpBIE HapyIlIAlOT HOpMalbHyl0 pabory kommnoHeHToB MWMC, BBI3BIBAIOT
JIOTIOJTHUTENIFHBIE 3aTpaThl PECYpPCOB, HAPYMIAIOT IIEIOCTHOCTh XpaHWUMON u oOpabaTeiBaeMoil mHGOpMaIuy,
HapyIIaloT WHTEPEChl 3aKOHHBIX MOJIb30BaTENEH, BIJIeNbIIEB MIIM COOCTBEHHUKOB.

Bce mombzoBarenmn UC gomkHBI OBITh O3HAKOMIIGHBI C OPTaHU3allMOHHO  PacOpsAUTEIbHBIMU
JIOKyMeHTaMu 1o obOecriedeHuto Oe3zomacHoctu mHpopmarmu (I11n) JJOY, B wacTu, ux Kacaromeics, TOKHBI
3HATh W HEYKOCHUTEIHHO BBHITIOIHITH WHCTPYKIIUU M 3HATH 0OIIHe 00sM3aHHOCTH 1O 00ecTiedeHHI0 0e30MacHOCTH
uHdopmaru. [loBenenue TpeOoBaHUi yKa3aHHBIX JOKYMEHTOB JIO JIUII, TOMYIIEHHBIX K 00paboTKe 3auuiaeMon
UHGOPMALUH, JOJHKHO OCYIIECTBISATHCS MO POCIHCH.

6.11. OTBeTCTBEHHOCTb 32 HApPyUIeHMs] YCTAHOBJIEHHOI0 TMOPSAKA IMOJb30BAaHMS  pecypcaMu
HH(OPMALTMOHHON CHCTEMBI

Mepa OTBETCTBEHHOCTH TIEPCOHAJa 3a ACWCTBHUS, COBEPIICHHBIC B HAPYIICHHE YCTAHOBJICHHBIX MPaBUI
obecnieueHus: Oe3oracHol paboThl ¢ WHGOpPMAIMEH, MOHKHA ONPENeNAThCS HAHECEHHBIM YIIepOOM, HaIMYreM
3]I0T0 YMBICIIA U IPYTUMH (DaKTOpaMu TI0 yCMOTpeHHUIo pykoBojcTBa JJOVY.

Jns peanuzanuu NpUHIMIA MEPCOHATILHOW OTBETCTBEHHOCTH I0JIb30BaTeNIe 3a CBOM JEHCTBUS
HEOOXOANMBIL:

— WHIWBUAYyalbHAs WACHTHU(QHKALUS TIONb30BaTeled W WHHIUUPOBAHHBIX HMMH  TIPOLIECCOB, T.€.
ycraHoBleHHe 3a HUMH uaeHTudukaropa (login, Username), Ha 0a3e KOTOpPOro OyAeT OCYLIECTBISTHCS
pasrpaHUYeHUE OCTYIa B COOTBETCTBHHU C IIPUHITUIIOB 00OCHOBAaHHOCTH JIOCTYTIA;

MPOBEpKa MOUIMHHOCTHU MOJIb30BaTeNeH (ayTeHTU(HUKALINS) Ha OCHOBE MapoJeH;

peaKIysl Ha MOMBITKA HECAHKIIMOHUPOBAHHOTO JIOCTYTA (CUTHATM3ALMsI, OJIOKH pOBKa H T.II.).

6.12. CpexacrBa odecniedeHust 0e30MacHOCTH MH(pOPMALNH

Jua obecrieuennst HHPOPMAMOHHOM 6€301MacHOCTH UCTIONB3YIOTCS CIEAYIOIINE CPEICTBA 3AIINUTHI:

®u3NYEeCKUE CPEJICTBA 3aLUThI

dusnyeckne Mephl 3alIUTHl OCHOBAHBI HA MPUMEHEHHH PAa3HOTO pOJa MEXaHWYECKUX, DJIEKTPOHHBIX HIIH
AJIEKTPOHHO-MEXaHHUYECKUX YCTPOHCTB U COOPYKEHUH, CIIeNUaIbHO MTPEeIHA3HAYEHHBIX JUIS CO3/aHMsI (PU3NIECKIX
MIPETSITCTBUH Ha BO3MOXKHBIX ITyTSIX NMPOHWKHOBEHHS W JIOCTyNa MOTEHIMANBFHBIX HApYIIUTENEeH K KOMIIOHEHTaM
CHCTEMBl M 3allMIacMOi WH(POPMALUK, a TaKKe TEXHUYECKUX CPEJCTB BU3YalbHOTO HAOIIOACHUS, CBS3H U
OXPaHHOH CHUTHAIN3AIH.

Hus obecriedenns ¢usuveckoit Oe3omacHocTH KoMrmoHeHTOB MC HEOOXOMUMO OCYIIECTBISATH P
OpTaHH3AIMOHHBIX M TEXHUYECKHUX MEPOIPHATHH, BKIIOYAIONINX: NMPOBEPKY OOOPYAOBaHUs, MpeIHAZHAYCHHOTO
it 00paboTku HHPOPMAIHH, Ha:

HaJIM4Me CIEIMaTbHO BHEAPEHHBIX 3aKIaHBIX YCTPOUCTB:
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— BBCICHHC NOIOIHUTENBHBIX OTPAHUUYEHUN 110 AOCTYILY B IIOMEILEHHUs, IPEIHA3HAUYCHHBIE JJIsI XPAHEHUS U
00paboTKH HHpOpMaLIUH;

— 000pyIOBaHHE cucTeM nH(OPMATH3AIMK YCTPOUCTBAMU 3aIIUTHI OT COOEB AJNEKTPONUTAHUS U TIOMEX B
JINNUAX GB sI3U

TexHuueckue cpencTBa 3aluThl

Texnuveckue (ammapaTHO-TIPOTPAMMHBIE) MEpPBI 3alUTHI OCHOBAaHBI HA WCIOJIB30BAHHH PAa3TMYHBIX
ANIEKTPOHHBIX YCTPONCTB W CIIENUANBHBIX TPOTPaMM W BBIMOIHSIONIMX (CAMOCTOSITETFHO HIIM B KOMIUIEKCE C
JIPYTHMHU CpeCcTBamMu) (QYHKIUH 3aIIUTHL (MACHTU(UKALUIO U ayTEHTU(DHUKAIUIO TIOJIb30BaTelNeH, pa3rpaHuueHue
JIOCTYTIAa K pecypcaM, perucTpannio COOBITHH, KPpUNITOTparuecKoe 3aKpeITue HHPOpMALUU U T.11.).

C yueroM Bcex TpeOOBaHMII W TPUHIMUIOB oOecreueHus: 0e30macHOCTH WH(OPMAIUU 10 BCEM
HaIpaBJICHUSIM 3alUTHI B COCTaB CHCTEMBI 3alTUTHI JOJKHBI OBITH BKJIIFOUCHBI CJICTYIOIINE CPECTRA:

CpelcTBa pasrpaHUYCHUs JOCTyIIa K JaHHBIM,

CPEICTBa pErHCTpalMd JOCTylMa K KOMIIOHEHTaM WH()OPMAIMOHHOW CHCTEMBI W KOHTPOJIA 3a
WCTIOJIB30BaHUEM WH(OPMAIIHH;

CpEICTBa pearnpoBaHusl Ha HAPYIICHUS PeXrMa HH(POPMALIMOHHON O€30MaCHOCTH.

Ha TexHndeckue cpeacTBa 3alUTHI BO3JIAraeTcsl PEIICHNE CIEAYIOMNX OCHOBHBIX 3a/1a4:
— uAeHTH(UKAUS ¥ ayTeHTHU(UKALUs TOIb30BaTeIeH MIPHU MMOMOIIY MMEH WIN CIELHAIbHBIX aIllllapaTHBIX
cpenctB (Advantor, Touch Memory, Smart Card u T.11.);

periaMeHTanysi U ynpaBieHHe JOCTYNOM IIO0JIb30BaTeell B MOMENICHUS, K (PU3NYECKUM H JIOTHYECKUM
YCTpOMCTBaM;
— 3alUTa OT MPOHUKHOBEHUS KOMIBIOTEPHBIX BHPYCOB M PA3pPYIIUTEIBHOTO BO3JACHCTBUS BpPEAOHOCHBIX
MIPOTpaMM;
— perucTpanus BCeX AECWCTBUM IMOJNB30BATENS B 3ALIUINEHHOM YpHAJE, HalIMYHE HECKOJIBKMX YPOBHEH
perucTpanuy;

3alUTa JaHHBIX CUCTEMBbI 3alUThI Ha (aiiJIOBOM CepBEpe OT AOCTYIA [0JIb30BATEINIEH, B YbH JOJKHOCTHBIE
0053aHHOCTH HE BXOAUT padoTa ¢ MHPOPMALMK, HaXOoJsIeiics Ha HEM.

Cpencrsa nneHTU(UKALMK U ayTEeHTU()UKALIMN [T0JIb30BaTeNei

B pnenax npenorepalleHrsa paboTel ¢ pecypcaMu JVIC NOCTOPOHHMX JIML, HeOOXOOMMO
ofecrneunuTs BO3MOKHOCTh PACHO3HABAHMSA KaXKIOTO JIETAJBHOTO IOJIB30BaTelsl (WM TPYII HOJIb30BaTeNei).
Jns wpeHTHOUKAMH MOTYT NPHUMEHSTHCS PAa3IUYHOIO POJA YCTPOWCTBA: MArHUTHBIE KapTOYKH, KIIOYH,
KJIIOYEBBIE BCTABKH, TUCKETHI U T.I1.

AytenTudukanys (IoATBEP>KICHNE TTOAIMHHOCTH) [I0JIb30BATEIIEH TaKKe MOKET OCYIIECTBIISATCS:

MyTeM MPOBEPKH HAIMYMS Y MOJB30BaTeNIel KaKUX-IN00 CTIeUaNbHbIX YCTPONCTB (MarHUTHBIX KapTOYeK.
KJIIOUEeH, KIIIOUEBBIX BCTaBOK U T.1.);

ITyTeM MPOBEPKH 3HAHUSA UMM MapOJIeii;
— MyTEM TPOBEPKH YHUKAIBHBIM (U3MYECKUX XapaKTePHUCTUK W MapaMEeTPOB CaMHX IOJb30BaTeNed MpH
MIOMOIIY CHEIHUANBHBIX OMOMETPUUYECKUX YCTPOHCTB.

CpencTBa pasrpaHUYeHuUs 10CTyTa

30HBI OTBETCTBEHHOCTH U 3314 KOHKPETHBIX TEXHUYECKHX CPEJICTB 3aIUThl YCTAHABJINBAIOTCS UCXOJ
M3 UX BO3MOYKHOCTEH ¥ SKCIUTYaTallHOHHBIX XapaKTEPHUCTHK, OMTMCAHHBIX B JOKYMEHTAIMW Ha JIaHHBIE CPEICTBA.

TexHuyeckue cpeicTBa pasrpaHUUuCHHs JOCTYMa JOJDKHBI IO BO3MOXKHOCTU OBITH COCTABHOM YacCThIO
€IMHOM CHCTEMBI KOHTPOJIS 1OCTyNa:

Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

B OTJICJIbHBIE TOMELLEHMUS;

K KOMIIOHEHTaM HH(OPMaLMOHHON Cpelibl M 3JeMeHTaM cucTeMbl 3amuThl [1J1H (pusuueckuii goctymn);
— K MHQOPMAIMOHHBIM pecypcaM (JOKyMEHTaMm, HOCUTEIsIM WH(popManuu, ¢aiinam, Habopam AaHHBIX
apxuBaM, CIIpaBKaM M T.1.);

K aKTUBHBIM pecypcaM (MPUKJIAAHBIM [IPOrpaMMam, 3afadam U T.I1.);

K OIIEPallMOHHOM CUCTEME, CHCTEMHBIM IIPOTpaMMaM U IIPOrpaMMaM 3allUuThl.

CpencTBa obecriedeHs ¥ KOHTPOJISI ETOCTHOCTH

Cpencra oOecriedeHnsi LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CPEICTBA PE3EPBHOIO KONMPOBAHMSA
OporpaMMbl aHTHBHUPYCHOM 3alllMTHI, MPOTPaMMBI BOCCTAHOBJICHHS LEIOCTHOCTH OIEPAallMOHHOW cpelnsl U 0a3
JAHHBIX.

CpenctBa  KOHTpOJI LEJIOCTHOCTH HMH(OPMAIMOHHBIX PECYpCOB CHUCTEM IpeIHa3HA4YeHbl Ui
CBOEBPEMEHHOT0 OOHAPYXEHUS MOIUGBHUKALNY UM UCKaKEHUS pecypcoB cucTeMbl. OHM MO3BOJISIOT 00ECHIEUUTh
MIPaBUIBHOCTh (DYHKIMOHUPOBAHUS CUCTEMBbI 3aLIUTHI ¥ [IETIOCTHOCTh XPaHUMOH 1 00pabaTbiBaeMoi HHGOpMauu



Kontponp nenocrHoctn uMH(GOpMAMKM W CPEACTB 3aAIIUTHI, C LENbI0 O00ECTeYeHHsT HEeHM3MEHHOCTH
MH(QOPMALIMOHHON Cpefbl, ONpeAeIsieMOll NpelyCMOTPEHHOM TeXHOJOorue oOpabOTKM, M 3alUThl OT
HECaHKLMOHUPOBAHHOW MO (UKANU HHPOPMAIMHN TOIDKEH 00eCIeYBaThCSL:
— CpeACTBaMH pa3rpaHUYEHUs AOCTyNa (B MOMEIIEHHs, K JOKYMEHTaM, K HOCUTENISIM MHPOpPMaLUH, K
cepBepaM, JIOTHYECKUM YCTPOUCTBAM M T.11.);

CpeICTBaMHU 3J1EKTPOHHOM MOINCH;
— CpeICTBaMU MOJICYETa KOHTPOJIBHBIX CyMM (JUIsl UCTIOIb3yEMOrO IIPOrPaMMHOIO 00ECTICUEHMS).

CperncrBa OnepaTUBHOTO KOHTPOJISL M PETUCTPALIMKI COOBITHI O€3011aCHOCTH

CpencTBa 00bEKTUBHOTO KOHTPOJIS TOJKHBI 00ecrieunBaTh 0OHApyKEHHE U PETUCTPAIMIO BCEX COOBITHIA
(meiicTBuii monp3oBatenei, nmomsitok HCJI  T.11.), KOTOpbIe MOTYT MOBJIEYb 3a COOO0I HapylieHue 6e30MacHOCTH U
MPUBECTH K BOSHUKHOBEHUIO KPU3UCHBIX CUTYAIMA. AHAIM3 COOPaHHOM CpeJCTBAMH PETHCTpaIi HH(POPMAIHN
MIO3BOJISIET BBISIBUTH (DAKTHI COBEPIICHUS] HAPYIICHUH, UX XapakTep, MOJCKa3aTh METO/ €ro PacciieOBaHHU U
CIOCOOBI NMOMCKA HAPYLIMTENW W HUCTpaBieHHs cutTyarnuu. CpeicTBa KOHTPOIS M PETUCTPALUU JIOJIKHBI
M]3¢I0CTBBIISITH BO3MOXHOGTH:

BEJICHHUS 1 aHAIM3a )KyPHAIIOB PETUCTPAIH COOBITHI 6€301TaCHOCTH (CUCTEMHBIX KYPHAJIOB);

HOJTyYEeHUsI TBEPOH KoM (Ile4aTH) )KypHaa perucTpaluy coOOBITHI 6e30MacHOCTH;

YIIOPSIIOUYEHHS KYPHAJIOB, a TAK)KE YCTAHOBIICHUS] OTPAHMUYECHUM Ha CPOK MX XPAHEHUS,

— OIEPaTHBHOTO OMNOBEIICHUS aJMUHHCTpaTopa Oe3omacHOCTH HH(OpManuu (OTBETCTBEHHOIO 32
opranusarnuio oopadorku [1/1H) o HapyIIeHHSX.

Ipu peructparmm coObITHI OE30MTaCHOCTH B )KypHAIIE TOJDKHA (PUKCUPOBATHCS CIIeMytoIas HH(popMaIws:

JlaTa v Bpemst COOBITHS,

UJICHTU(HUKATOP CYOBEKTa, OCYILECTBISIOIETO PETHCTPUPYEMOE ICHCTBHE;

— JICUCTBHE (TUI JJOCTYTIA).
6.13. KouTpoab 3(p(peKTUBHOCTH CHCTEMBbI 3aIIMTHI

KoHTpo:1b 3¢ GeKTHBHOCTH 3alUTHl HHPOPMALIUH OCYLIECTBIISETCS C LENIbI0 CBOEBPEMEHHOTO BhI SIBIICHUS
U IPEJOTBPALICHUS YTeUKH HH(POPMAIUH 3a CUET HECAaHKIIMOHUPOBAHHOIO JOCTYIIA, & TAKXKE MPeAyIpeKICHUS
BO3MOJKHBIX CIIEIIMAIbHBIX BO3JICUCTBUI, HAIIPAaBJIEHHbIE HA YHUUTOXEHUE HH(OPMALIUH, pa3pylIeHUe CPEICTB
uHpopmaTrzarmu. KOHTPOIb MOXKET MPOBOIUTHCS MTPUBIICKAEMBIMHU IS 3TOH LIETH OpraHU3aMsIMU, UMEIOITUMH
JULEH3UIO Ha 3TOT BUJ ACSITEIbHOCTH.

Ouenka 3(¢GEeKTUBHOCTH Mep 3alUThl WH(GOPMAIMK TIPOBOIUTCS C MCHONB30BAHUEM TEXHHUYECKUX U
HPOrPaMMHBIX CPEACTB KOHTPOJIS HA IPEIMET COOTBETCTBHS YCTAHOBIICHHBIX TPEOOBAHMUSIM.



